
Botnet Threat Report



The big picture

• 2018 saw an 8% increase in detected botnet C&C 
compared to 2017

• 10,000 C&C mark reached for the first time in 2018

• Increased focus on stealing credentials directly from end 
users rather than resorting to phishing (phishing is still 
trending up too!)



Global overview



Malware families associated with C&Cs



Malware families: a closer look

Mining Pools 
Abuse has been 

observed

Cryptominers 
Newcomers to the 

report

Banking Trojans & 
Ransomware
Decreased by 
nearly 100%

Credential 
stealers 

Lead the pack in 
proliferation

Remote Access 
Tools

Significant 
increase over 

2018



Botnet C&C domains 



Botnet C&C Domains

Free gTLDs all moving into the top 20 (surprise!) of fraudulent or 
abused domains

Decentralized Top-Level Domains (dTLD) are not yet in the top 20 

- No takedown/suspension process as there is no governing 
body

- Difficulty in restricting access due to not being accessible 
over common DNS

!



Fraudulent domain registrations



Fraudulent sign-ups fueling botnet proliferation

• 61 % of observed C&C activity were 
identified as fraud (68 percent in 2017)

• Operators prefer their “own” infrastructure 
to carry out their operations



Growth over botnet controllers in 2018



Total botnet C&C by ISP/hoster

Total botnet C&C 
hosting numbers by 
ISP

Botnet C&C hosting 
numbers, by ISP, as 
a result of 
fraudulent sign-ups



Quarter 1 2019 update

• Key Observations

• A larger increase in botnet traffic 

• Increased “commodization” of Botnets with Crimeware kits.  

• Shift in TLD abuse

• The top offender of hosted Botnet C&C retains the top spot 



Botnet C&Cs 2019 Q1



Malware Families 2019 Q1



Abused TLDs 2019 Q1



Abused Registrars



Hosted Botnet C&C



Impact of GDPR and WHOIS 

• Loss of indicators between good and bad

• Historical data

• Skewing the threat intelligence industry’s data

• Inability to contact a domain owner in the event that a 
compromise has occurred 



Mitigation recommendations

Preventing compromises

• Out of date software

• Secure account management 
and access

• Monitor drastic changes

• 2FA and SSH Keys

Vetting process

• Follow best practices

• Resellers

• Provide them with 
tools/training

• Hold them accountable



Mitigation recommendations

• Block access to cryptocurrency mining pools (opt-in for 
those that require access)

• Block traffic to anonymization services (opt-in for those 
that require access)

• Use BGP to block threats that would be utilizing dTLDs



Thanks for having us!


